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This contribution proposes that the text in Annexure-I may be added to Section 10.3.4 “Changing of
Authentication Provider Flow (Symmetric keys)” in the draft Recommendation ITU-T Y.OBF_trust:
“Open Bootstrap Framework enabling trustworthy networking and services for distributed diverse

ecosystems”.
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Annexure-|

Changing of Authentication Provider Flow (Symmetric keys):

The User of the service has to approach the new M2M Service Provider / Mobile Operator for
enabling the use of the Authentication Services.

1.

The Steps for such a transfer are described below: User requests new Authentication
Services Provider for its services

The new Authentication Service Provider requests existing Authentication Service Provider
for User’s Shared Keys

The new Authentication Services Provider uses the old key to update the Secure Element
with a new key following the Custodian Know-Your-Customer norms applicable to that
context

The new Authentication Services Provider informs the User and the old Authentication
Services provider of the successful confirmation of the transfer to the new Authentication
Services Provider

Upon successful confirmation of the transfer the new Authentication Services Provider
informs the Application Services Providers about the change in the OBF_Token for a User

The Application Service Provider uses the new OBF_Token along with embedded
connectivity identity to verify the User

The Process is described in the flow diagram below:
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Figure 6: Change Authentication Service Provider (Symmetric Keys)

(Note to Rapporteur:

A new definition has to be added for OBF_Token which is work in progress.)



