
FOCUS AREA OF R&D IN INDIA

•Quantum Key Distribution Solution

•Quantum Enabled NextGen Enterprise Messaging Platform

•Post Quantum Cryptography Encryptor

•Quantum Random Number Generator- Hardware based RNG

•Quantum Random Number Generator- Cloud based RNG

•Trusted Relay Node

•Hub & Spoke QKD

•Quantum Network Simulator

•Quantum Solutions in different vertical sector

•Quantum Secure Direct Communication solution

•Quantum Memory Simulator

•Portfolio Optimization Solution by QML

•Room Temperature Telecom Wavelength Quantum Memory

•Quantum Secret Sharing Solutions

•Quantum Internet Simulator / Quantum Network Simulator

•Quantum secure Video Conferencing

•Single photon detector based on High-temperature Superconductors (HTS)

•Single photon detector based on Low- temperature Superconductors (LTS)

•Quantum chipset

•Integrated quantum control & readout system
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NEXT YEAR WORK ON QUANTUM



CONFORMITY ASSESSMENT AND TRIALS

QNU Lab CDOT

• QKD Point to Point

• QKD Point to Multi-Point

• QKD Point to Point

• PQC Encryptor

• Secured VC



INTERNATIONAL STANDARDS
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FUTURE STANDARDISATION AREAS





Technical Requirements and Specifications

The standards provides the specifications for

• Point to Point QKD System

• Point to Point QKD System with Relay Node

• Multi-point QKD System

• Single photon detector for Qubit detection.

• Wavelength for operation

• Quantum Random Number Generator

• QKD Modules Authentication

• Fiber Media

• Key Manager

• Key Transfer Interface, etc.



The standards provide the specifications for

• Functional requirements of a cryptographic system

• Operational requirements of a cryptographic system

• Interface requirements of a cryptographic system

• Interoperable requirements of a cryptographic system

• Quality requirements of a cryptographic system

• EMI/EMC Requirements of a cryptographic system

• Safety Requirements of a cryptographic system

• Security services requirements of a cryptographic system

• Security service level classification

Technical Requirements and Specifications


