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Clause 8 Naming of the ElementspecificallyApplication Elementmay be relooked to avoid
confusion.

Clause 9:The description of the functis may be improved fdsetterclarity. The paragraphs

and bulleted texts may not be mixed to describe a function; it should be made umifierm.
naming of the functions may be changed for better readalfilityher,protocol names may be
removed from the diagrams and retained as an example in th€hextootstrap_token and the
bootstrapping function are a very important part of the Recommendation. These may be described
and emphasized mor&lso, the section on bootstrap_token and other identifiers may be suitably
re-organized as per their importance.

Clause 10:The information flows to be rechecked against the functionality as in Clause 9 and
the figures need to be updated keeping in vitherosimilar workflows in other recommendations.
Actors and functions may not be mixed.

Updates/ rewording of texts may be dpmderever felt appropriatéor improved clarity and
readabilityusing’'NOTE' for examples and other important but smommative text

Based on the above observations, contributinag beinvited to further improve the document.

Meeting result:

During this meeting, it was agretmichange the titlasbelow.

5

Change in the titl e dpenBdotstrafRanework eallingdrasied n f
devices, applications and services for distributed diverse ecosystenismmewiork for
bootstrapping of devices and applications for open access to trusted services in distributed
ecosystem8, has been agreed.

The updatedraft document with proposed changes has been accepted.

However, as additional work for further improvement is necessary, the meeting has decided to
postpone a decision for requesting consent to the next SG13 RGM.
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Annexure-I
Draft new Recommendation ITUT Y.OBF_Trust

Open-BootstrapFramework for epenbootstrapping enabling-trustedof devicesand;

applicationsfor open access to trusteend-servicesfor-in distributed diverseecosystems

Summary

RRapid advancemesitinand-deployment-atew-communicationand associatedechnologiesnd
Internet-of Fhingdhas led to the emergencedistributedecasystemsrew-ecosystemwith a large
number of devicesnanyapplications and useses requiring-trustframeworkhatiswhichisopen
accesdo trusted serviceto-all-the-entitiesof- than-a-new-ecoesystedomain This nature ofrust
enablemenbpen access to trusted servigedistributed ecosystentsn be provisioned by using the
inherent security capabilities amdechanisms already present hre tdevices andhe underlying

networls. This rRecommendatiomprovidesan-Open-Boeotstraframeworka concepttO©BF)-offer

bootstrapping of devices and applicationanleiwork operatorsvho canshae thenetworksecurity

capabllltleswlth users an@ee%strappmqe#deweesandraee%aﬂens)b:wdersof new dewces and

éASP—s)&nd—nenA@FIeeeeaa%er)—and—tkMEcnbes theequwementsho be fulfllled bv theeentltlesof
the ecosvstem suchhat thevmay— may beneflt from the bootstrapplnq capabllltleﬂqe

fer—theeelewees&nel—the&pp#ea%@ased on the requwementSals&meLueesa reference modeis
well as deseribing-the-OBFelements—aadfunctional architecturés provided, whichtogether
deseribingdescribe the elements, functions dedrfunctional-groups—fotneference pointaeeded
for _provisioning of the bootstrapping capabiliteasd—seecurity—parameterskinally, the
recommendatin provides thespeeifications—of thereferencepoints-dhdinformationwerkflows

requwed to enabfer the bootstrappingapabilities-authentication-anchangeof OBFrealmis-also

Keywords

Bootstrappingjeservice-provider-OBF-ORBIootdrap token-Open-Bootstrap-Framework—Frust
Framework trusted device; trusted application; authentication; awssdron;
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Draft new Recommendation ITUT Y.OBF_Trust

for

dlsmbu{ed—dwepseeeesystem%ramework for epeﬁbootstrapplnq enab#nq%mstedof devices
and- applications for open access to truste@nd-servicesforin distributed diverseecosystems

1 Scope
This Recommendationprepesesan—Open—Bootstrap—FramewolloBFdescribes the concept,

architecture and informatiowerkflows for bootstrapping of devices and applicatidmysnetwork
operatorsby andprovidingesfer
- a bootstrapping concepdeseription—dior entities apd—tequiring open access_ttrused
senicesin their interactionseir-interactionsin-a-conceptdiagram
- the requirements imposed on the entitiesfwabling the bootstrapping capabilities;
- _areference model showing thaetionalelements required for bootstrapping;
- anfunctional-architecture diagram showitige entities—elementfunctions reference points
and security pameterssf-each-element-anthie specifications-of the reference-ptirand:
and

mformatlon WGI’—kﬂOWS for the operatlmweplfcmq of the bootstrapplnq procm\s—f-er—seeu#e

2 References

The following ITUT Recommendations and other references contain provisions which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are sub@@gsion;

users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the currently
valid ITU-T Recommendations is regukarpublished. The reference to a document within this
Recommendation does not give it, as a stapde document, the status of a Recommendation.

I . | lati . E \ Guideli I ication
mechanisms-for-home-nafl-services
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[ITU-T X.1124] Recommendation IT X.1124 (2007)Authentication architecture for mobile
endto-end communication

HFFU-T 1158} Recommendation— T X 1158 (2014 Multi-factor —authentication
srechan e uatinc ekl covice

3 Definitions

3.1 Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:

3.1.1. secure element [b-ITU-T X.1158 (11/2014)]: A dedicated microprocessor system that
contains an operating system, memory, application environment and security protocols
intended to be used to store sensitive data and execute sensitive applications.

NOTET A secure edment may reside in a universal subscriber identity module (USIM), a
dedicated chip in a phone's motherboard, an external plug in a memory card or as an integrated
circuit card.

3.1.2. security degree[ITU-T X.1124 (11/2007)]: An identifier (e.g., number) thginesents a set
of security parameters including at least one authentication mechanism, the crypto algorithms
and related parameters to reflect the security requirement of a certain service. It is defined to
profile the security requirement of each service

3.1.3. sessiorkey [b-ITU-T X.1113 (11/2007)]: The session key is a temporary key used to encrypt
data for the current session only. The use of session keys keeps the secret keys even more
secret because they are not used directly to encrypt the data kégsrate used to derive the
session keys using various methods that combine random numbers from either the client or
server or both.

3.1.4. trust [b-ITU-T Y.3052(03/2017): Trust is the measurable belief and/or confidence which
represents accumulated value frbrstory and the expecting value for future.

Notei Trust is quantitatively and/or qualitatively calculated and measured, which is used to
evaluate values of entities, valakains among multiple stakeholders, and human behaviours
including decision making

3.1.5. user [b-ITU-R F.1399 (05/2001)]: Any entity external to the network which utilizes
connections through the network for communication.

3.2 Terms defined in this Recommendation

This Recommendation defines the following terms:

3.2.1. bootstrapping: Refersteacryptographigproces® f bi ndi ng t he user ds
materi al provisioned i n theenadlechedeeiceél e mer
communicate securely with trusted services
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4 Abbreviations and acronyms
This Reommendation uses the following abbreviations and acronyms:
3GPP 34 Generation Partnership Project

AKA Authentication and Key Agreement
API Application Programming Interface
ASP Application Services Provider
FQDN Fully Qualified Domain Name
GBA GenericBootstrapping Architecture
HTTP Hyper Text Transfer Protocol

loT Internet of Things

IPSec Internet Protocol Security

KYC Know Your Customer

OBF  Open Bootstrap Framework
PSK-TLS PreShared Key Cipher suites for Transport Layer Security

SIM Subgriber Identification Module

TLS Transport Layer Security

uiD Universal Identifier oPublic Entity Identifier
5 Conventions

In this Recommendation, requirements are classified as follows:

A The keywordsis required to/ are required to" indicate a requiremehtequirementswhich must
be strictly followed and from which no deviation is permitted if conformance to this document is
to be claimed,;

A The keywordsis recommended indicate a requirement, which is recommended but which is not
absoldely required. Thus, such requirements need not be present to claim conformance; and

A The keywords 8ptionally" or "may" indicate an optional requirement which is permissible,
without implying any sense of being recommended. These terms are not intended to imply that the
vendor's implementation must provide the option; it means the vendor may optionally provide the
featureand still claim conformance with the specification.

6 OBF-Conceptof bootstrapping

The rapid developments in electronics, communications and applications domain is leading to the
emergence ohewdistributeghew ecosystems of users, devicapplicationsservice providers and

network operators, which requiopen access to trusted seps-trustmechanistiratis-operio all
the entities in theedistributed ecosystesdomain
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ed services
inimum

leve#e#aame#meatmore#me—Userrem%m&m@mM he network operatorhave playedhe
a criticalrole in provisioningof previding-cennectivity-to-the premises-of subserilirrsid services

by undertaking the subscribend deviceverification and-then-allowing-the-connectivity-to-be-used
fora-diversesetgirior to permitting access to gervicesThe n et wo r kstrustpetatioaship r 6 s

is possible to be extend¢d feruse-bythe newusers. devices applications and service providers

entitiesin-thadistributedecosystentbat requirgrustful interactions for th@rderly proliferation of
thetrustedservices.

Devices use secure elements that aut henticate
cryptographic processes. Thetwork operator conducts a subscriber verification prior to allowing
them the use of its network services and resources. With some enhancements in its mettmani,
operatos can add capabilities to dmwardapplication services providefASPs) from distributed
ecosystems to allow subscribers of its network to securely access the trusted services of the ASP
Network operators can extend the trfistm the existing verification of users ardkvices by
bootstrapmg the devices and ASP applicatsusingthe netwak operator trust infrastructure.

The bootstrappingcapabilities built into the devices and the network elements that secure the
transactions between the subscribers of the network and the services offered by the network operator
can be easily extended to provide open access to trusted services to the entities within the distributed
ecosystemsThe entities can also be provided the facility to change the bootstraiopitruisted
servicesvhen changing the network operator.

ship
jenships between
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The concept ofre ©BFbootstrappinds shown in the diagram below:

ASPsAfh ldistributed ecos’ystems

Trusted;
Applicatipicatidns
1

b

BN

SETVICES

Network Operator domain
(Extension of trust for
bootstrapping of device &
application with a facility for
change of operator)

ess for ASP

==~

onboarding by

I;rdcess for use
of existing
verification for

bootstrapping.
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Figure 6-1. ©BF-Conceptof bootstrapping oftrusted devices &

applications
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ASPs
Trusted
________ Applications
Open L, Network Operator

access to 4 provided open access
Trusted to any ASP
Services

Bootstrapping

Capabilities of

Network
Operator Realm

Service Interactions — cccccomcccemeoo.
User & Device
verification by

Network Operator

Trust Interactions

Trusted Devices

Figure 6-1: ©BFConceptof bootstrapping oftrusted devices &
applications

The bootstrappingoncept involves the following entitida-OBFrealmecan-address-thefollowing

actors-and-stakehelders

1. Trusted device A device with an associatdiEIIGHIEIBIENYhich is onboarded by the
network operator.

NOTE!1 Secureclement is defined in clause 3.1.1.

2. Userss: A person that is aerified SUBSEFibeof thenetwork operatgrdesirous of using trusted
services from ASPs. The user provides its credentials to the ASP, whose services it intends to
consume, via thaeetwork operatoor le+-service providethat holds the verified credentials
of the user by virtue of an earlier verification process.

1. NOTET A subscriber isa person entity, who subscribes to the services of a network
operator anavhose credentials averified by the network operator before providing services.

1. Network-operaterNetwork operator: An entity that provides network connectivity services
and undertakes the physical verificatipreeess—fauf the subscribeand the devicelt can
sharetrust generated frorthethis trustverification informatiornto bridge new relationships
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between providers of trusted services and users of trusted devicegphbyying the
bootstrapping capabilitigs its networlarOBF+ealm

2. Application services providers (ASP): An entity that develops and offers trusted services
and applications, and has a requirement for a minimum level of authentication and
authorization prior to the use of its application and services by the users. However, the ASP
does not have a direct rétanship with the users, unlike the relationship betweenéteork
operatorand its Ssubscriber. The ASP has an expectation of deriving its trust from the
relationship between theetwork operatoand its subscriber.

2.3.Trusted aApplications: ASP Aapplicatiors on-boarded by the network operator, which are
capable of controlling access to users of trusted deusiagcryptographic capabilities
The mechanisms-and-workflowvgeractions betweethat-enabléheentities that are intended for the
establishment ofeguredthe level of\When-thestakeholderengage-to-establigihust between the

entitiessnd-seeurityin-theitransactions—thesre referred to as the trust interactiovihen the
entltlesenqaqmteractsuch as tderuseof the functlonalltv of therustedappllcatlonmﬁ%hepeases

mteractlonsare referred to as the service mteractlons

The requiral solutions & enforce trustworthy interactions between _ devicesand
serviceswithin the network operatordomainalready existThe objectiveof the next clauses is to
provide the requirementsarchitecture andnformation flows [EEHSRISIEEREIIE 0 extend the
underlying network and device security capabiliies use byASP trusted applicationthat are
outside the networkBEIEil domain.An importantconsideration for tkis FRecommendatiois that
it ensuresndependecefrom a speciic network technologgand permits change of network operators
for the user anthe ASPs.

7 OBF-Requirements

7.1 High-levelGeneral requirements

The following general requirements amgposedon the @erall systenwherever applicable

- useidentificationandnumberingof trusted devices and network elemdiRSperthenennerk
technology layer
- use identificatiorandnumberingof trusted applications as piElUStyestandattapplicable

to the distributed ecosystem to which the trusted application belongs;

- use SECUfityIParamete for mutual authentication by usiran identifier from each of the

network, the trusted device and the trusted applicalbonain;

- support the existe® of multiple network operatorsfering bootstrap capabilities;

- uselndUSIASIARGaEr duthentication and authorization protocalad
_dppllcatlon protocols for service interactions.

ifilled by
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he user is a

7.2 Requirementsfor the user

The use [SISHNISENo
- complete-theegiserationwith the network operatdor BOOISapPINGiacilityand
—ceolepme halegesar s e pedode oo o
- subscribe to the trusted services of an ASP.

7.3 Requirementsfor the trusted device

The trusted device is required to have:
- capabilities to use iSECUEIGIEMErior enabling trust interactionand
- _an application for initiation and management of bootstrapping with the network oparator

- _an application for access) trusted applications
Fhe trusted-device-isrequired to:
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74 Requirementsfor the network operator

The network operator is required to:

- _make network enhancements to supgmebn-boarding of ASPsind trusted applications;

- allow ASPs to reqister trusted applications to the network operator without constraints of the
network technology or geographical location;

- _extend the existing trugtlationship and security capabilities between subscriber and network
operator to that between the user and the ASP;

- publishiieSEClfitiparameter sor bootstraping of trusted devices and applicatipns

- support systems and processes eidend the existinguser/ device verification for
bootstrapping devicds trusted applicationgnd

- allow the user toltange its bootstrapping registratimm different netwdt operator

The tusted application is required to:

- have function$o benefit fromnetworkoperatorofferedbootstrappinagapabilities

- __have unique identifierandaccess controlapabilities;

- establish secureonnectionsvith the trusted devicesingiieSecurityparameters
-~ have session management capabilities
——ponaeodene e dhen Dlecn e

-~ have the capability to establish secure association with trusted devices;
—Somcoptoadoe s clnndeps peocenle op oo not e el
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7.6 Reqguirementsfor the trusted-applicatiorASP
The ASP is required to:

- reqgister with the network operators that offer bootstrapping capabilities

- reqister and publish trusted applications witique identifierand manage access control
(e.q., add, delete and modifsdnfigurations

- exposea reqistration process for subscribers of network operfialiscoverandregisterto
its trusted applications;

usage;

he-benefit

Aderlying
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—acqgqutre the useros ©OBFgaalmandy par amet er s

fron

the—f-euewmeA reference model has been prowded WhICh deﬁnes

identify-thethe elementseguiredwithin the entities-and

define—thethe requisite -trust aml serviceinteractiorsreferencepoints requiredbetweenfer—the
nteractions-betweeie elementdo meetthe requirements stat@uthe claus@bove.The reference
model is described in the diagram belamtities
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Trusted Application

Application
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+ RP,

Opcn Authentication Authorization
access to Element Element

RP
Trusted B
Services Network Operator

L RP,,

e

4 RP¢

Client
Element
T

Application
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Trusted Device

Entity

Trust Interactions

-------------—— Service Interactions

Figure 8-1: ©OBFReference model
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_____________

Application

! OBF Application
Element

4 RPAA
————— -_——— OBF OBF
| ]
1 . | Authentication RPAR Authorization |~ RPDS
Trusted Services 1
1 | Element Element
N
_+ RPCA

OBF Client
Element

Trusted Device

Trust Interactions

------------- »  Service Interactions

8.1 Elements of thetrusted deviceentity OB~Bootstrapping-elements

Thetrusteddevice hosta client element and application element fcPBFbootstrappinglements
shewnmthe—mte#enee—mede#%ade#te—eaa&b#ﬂyéopportmq thertist and service mteracthns
respectivelye isk j s {5
aeraheatlen—These elementsare enable—we—types—et—mtetaetten—beween—the—dewee—and the
onnected
se the

Fhe-elements-ofthe- OBF-enable-theses-interactions—each-ofwladcribed below.

8.1.1 OBFEClient element

TheOBFclient element i§in applicatidnmesident in the trusted deviae optionally inits associated
connectivity element (e.g. the SIM or the authentication eleptbat)provides thekeying material

and thebeetstrappinreauthenticatiormechanismepphcatiorand-the-keying-material-on-tiievice

for thebootstrappm@tthedeweerusted dewcdao the network operatdior purposes of secure access
to trusted servicedhe

8.12 Application elementof the trusted deviceentity

The BERIESIEREIRREEIN clement setup the secure connection between tifusted deviceand
applicationusing the security enablemesrbvided bytheclient element.
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or

'_.3. - e_ ala’ Q\, an ad _- =='=- a¥a |ng

material-as-per-standard-seeurity protocols8.2 Elements of the network operat
entity

The retwork operator addtwo important elements, namely i) authenticatilement and ii)

authorization elemerntb address #hcapabilitiesof on-boardng ASPsandthe trusted applications,

and further tallow controlledaccess tthe trusted servicdsom the trusted devices of teabscribers

of its network Theseelementsare described below.

8.21.13 ©OBF-Authentication elemert

The ©BF-authentication element identifies and authenticatete-client elemenbf the trusted
deviceusingthe
nt

8.214.2 Authorization element

The authorization element carries out the eyl certificatemanagemenfunctions required to
support the cryptographic processes foboardingtrusted devices and applications. It gisovides
the keying materiabupport foifldustiystandaro Protocolsateees and the mapping dheaccess

controlsbetween thérusted deviceandapplications

8.3 Application element of the trustedapplication entity

For ASPs tdoenefit fromthe bootstrappinaapabilitiesexposed by thaetwork operator, its trusted
applicationshavean application element thedbmply to industry standard protocols for
bootstrapping, access control and session neamant

8.31.14 OBF-Application-element
The B application elemeruf the trusted application entisgts up the secure connections between
the trusted devices and-the applications usinghe network operator specifi d

The
application elemens deployed in each truesd application.

842 OBFReferencepoints

Thereference points are a very important part of the reference msdiy make thenteractions
between thdive elementssecure standardisednteroperableand transferabldt is because of the
reference points that the bootstrapping capabilities are openly accessible by trusted devices and
applicationswithout constraints of network technology or network operator damain

Thefour reference points are described below:

(a) s hramely;RPAA -t he reference point fhetcwle @mefri thteh ea t
net workaopet dAeoalphiowsidteidd n thrhueshteed ;appl i cat

b)-RPxre -t he referenc@Bfpot meé n thied aveiesnnra md OtBle
aut horfiuznaettlii@eameentongi ng t o t:he network opera

(c);RRA-t he reference Op&ilntelndt 2dwieleansotiende i n t he
deviceod8mdtthlee t +eet icoaefnit he net;amdk oper at




-20-

SG13 TD481
(RBS-t he refer enciehooimntstbed wedenitchlBlaRE c 4 thie
B ccite mennt r nét &b edcheev iacpep laincdat i onappkemeat i

el-ement

The functionality requiretb support the features and the flowrdbrmationfor the service and trust
interactions arés described in the claus®&elow

9 OBF-Functional architecture
A functional architecture iprovided tomake it possible for the entitiesitoplement

- the required functionlity and the interfacesvithin the network, the trustedevices and
applicationsand

- the equired information and transaction flowshat are necessary forenabling the
bootstrapping capabilities

- NOTE- An implementation of the bootstraimg functional architecture by a network operator
is referred to as a realm. The instantiated functions within the realm are referred to as nodes.
As an example, an authentication element, when instantiated in the network by the network
operator entity, Wil be referred to as the authentication node in the realm of that network
operator entity.

Trusted Device Application
OBF Client OBF OBF
Functions |—| Authentication |—| Authorization
RPCA Functions RPAR Functions
— ) ( - ) 'e — )
Bootstrap < AKA > Bootstrap P I Key Management
. !/ . DIAMETER | || )
) ecurity | OBF Identifier | | — A
Authentication Parameters Authentication | I Authorization
— . J
 EEE—
Generate OBF Generate OBF Mapping .
Token Token OBF Application
Functions

Distribute OBF | DIAMETER I OBF Token

Token ) OBF Token " Management

it
L

specific

y Yy
I
|
Implementation |
r
OBF Token [
I

!

OBF App.l ication Implementation specific Session Control
Functions | : e e — [
PR —— | OBF_Token
RPDS

Session Control e |

| S —

______ Proprietary/Implementation specific

Standard Interface

diagramSHOWRINNSIBIIEENIEEIEN describs the following:

- therequiredfunctionswithin theelements

- the reference pointgquired for the interfaces between the functiemsl
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- the security parametetbat areusedby the functions over the reference poitdsenable
bootstrapping capabilities

Figure 9-1: ©BF-Functional architecture
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Network Operator

Authentication Element

Trusted Application

Application Element

[ Token Management ]

Security
Parameters

function

Element

Entity

( Bootstrapping
function

function J‘

Node
Identifier

R, [ DIAMETER

A 4

~

Manage function
ment

function

\
Key ( Mapping

'\ J

Authorization Element

Implementation specific

Standard Interface

RP,
/ ( Token Management
! l function
DIAMETER

bootstrap_token

Session Control
function

e /L —

bootstrap token

Figure 9-1: ©BF-Functional architecture

example
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Thesach-of- thdunctionsand-theirspecificcapabilitiesaithin-the-elementare described below.

9.1 Functions of -2 —-©BF~Aauthentication functichselement

The OBF-Authenticationfunctiormithentication elemenrire-a—group-offolmas twofunctionsthat
enable the bootstrapping of the trusted de\E@eh of the functions are described below.

&) 9.1.1 Authentication-Bootstrapping function
This function provides the functionality for a new reqistration of a trusted devi

establishment of new loAgrm secret key(s) for secure communicationaddition, ¥his function
mutually authenticates th@BF-elient-client elementand the authenticationsdelement as an

enabling step in the process towards generation oftlermg keying material within the bootstrapping
function.The function is executed over the reference poing’RP

The authentication-funetidmootstrapping functioprovides the following functionalities:

AaHAHA he li oHdSe athio ecapPp atioRSahRathiefeateaSuo PHOR-Pa ameters;

- registesthe users and devices that have requestetbeen authenticated

- protects the use ofémetwork subscriber identity against discovery and misuse;

- supportsAKA protocols such that it can support the one used by the underlying network
technology layer;

- manages the lifecycle &@ysas per th@greed AKA protoco!

- configures and communicates the format of@~bootstrappinddentifier to theOBFclient
funetionglient elementand

- fetches the data from the authorization element; and

- configures e BOOISIAPPING OBE=Security parametersn conjunction with the OBF

authorization—functiormuthorization _elemenand communicates that to theBEF—client
functionglient element
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9.12 Token managemenfunction (aAuthentication element)

This functionprovides the functionality fogéneratiies the OBF—TFokeiootstra_tokenby using

the agree (EBIINIDEIBINEEE = \ve!l adransfering the bootstrap_toketo thetrustedapplication

SO it can be used by the session functlons mtrthstedappllcatlon —a‘{er—beefesferapmng—has
F Token

This functionalsosecurely transfers tHmotstrap tokeio thetrustedapplication, so it can be used

by the session functions in threistedapplication.

NOTET Thebootstrap_tokers specific to thelient elemensubseription-informatioand therusted
application for which it is generate@he lifetime of theOBF—Fekenbootstrap tokemmay vary
significantly across various use cases. When the applicalimmt-element of the trusted device
funetion-is invoked, or required to initiate the interactiomith-by the-a trustedapplication, the
OBF—Tekenbootstrap _tokemay-bés validated to ensure the lifetime of the token has not expired.
If the lifetime has expired or if no curreBB8F—Fekerbootstrap tokers available or when indicated

by thetrustedapplication, thexpphicationclient functionelemeniwill use thegenerat€cOBF—Token
tokenmanagemerfunction to obtain a newBFbootstraptFoken.

eters can

The authorizationfunctions-elementhas thecapability to are—the—#epesmr-y—store thesecurity

parameters for theerified users and thieusted devicgbelonging to the subscribers of the network
operator. Itmaintains the identity of the ASPs-boarded by the network operatétrmaintains the
mapping of the trusted devicttmt have been authorized to access the trusted applications, and keeps
the updated access control list.

authonzatlon element has two funct@h&t—we;k—teqe#repteensu%e#ta{—aaple&ﬁe&%ean be

es and the

#usted—appheaﬂen@aeh—ef—the—funeﬂeﬂbatare descrlbed below




@
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9.2.1 Key management function

This function provides the management and association of keys and algorithms between the
adtherizatienmappingfunction and theOBF—elientfunetiorbootstrapping function of the client
element It stores the prshared keys or certificates correspondinipéotrusted devices and manages

the keys and lifecycle of the keying material as per the agédprotocol.

9.2.2 Mapping function

b herization funeti

This function validates if thelevicdrusted devicecan access thigustedapplication based on the
OBF—Tekerbootstrap tokesent in the authentication requeBhefunction hosts the repository of
registerechuthorizedrustedapplications that can be permitted for use bytthgteddevice, and also
the mapping of the specifidusted applications that are allowed to be used ®gF—client
funetiorsclient elemenof atrusteddevice

The autherizatiermappingfunction provides the following functionalities:

suppors the protocols required over the reference point/RP
provisiors the users anttustedapplications with the required security parameterst

respong to theauthenticationfunetidmootstrapping functiooverthe reference points RR
withtheaut henti cati on vector and useros securi
identities

addition / deletion of authorizeteviedrusted device/ users throuciiEIEIECUNRNNE

delegation / revocation of access control rights to authoridesht elementthrough

standardized API or user interfaces;

addition / deletion of authorized application providerdgrusted applications through

standardized API or user interfaces and esmplovisioning; and

de-provisioning of authorized users tristedapplication through standardized API or user

interfaces

9.-1.3 Bootstrapping function of the client elenent

The bootstrapping function of the client element corresponds to the bootstrapping function of the

authentication element and has the same features as described in clause 9.1.1

The bootstrap function of the client implements the followingctionality:
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- _interact with the secure elemeagitthe trusted device

- support the required AKA protocol;

- store the keying material and select from one amongst several keys for security enablement;
- GeneraieNthebooisiiapiitkes per security parameters negotiated during the bootstrapping
processand

- select from one amongshe several availablébootstraptoken corresponding to multiple
network operatorealms allowing only onebootstrap token tbe activeat a given point in

time:.

914 — OBF-<¢lientfunetionsktunctions of theapplication element

Thefunctions of he application element adeployediltheliusicdideviceatdetrusteampplication

These functiorns enableestablishment and maintenance of $kssiorand sessiolgecurity between
the trusted device and application.

The two functionsof thehree OBF—¢lientfunctionapplicationelementare ;-ramelybeoeotstrapping

function—authenticationfunctioandi) OBF—Token-generatiotoken managemerfiinction andii)
session contrdunction the functionality of which is described below.

9.4.1Token management functionof the application element

The token management function of @iygplicationelementexists in both the trusted device and the
trusted application. Itorrespondto thetoken management function of the authentication element
It provides thestorage and lifecycle managementiod bootstrap tokenn the case of the trusted
device, it is responsible for using the secure element for storagebafdtstrap token. In case of the
trusted application, it is responsible for using tteeame as per the storagsourceprovided by the
trusted application.

This functionalsosecurely transfers tHaotstrap toketo thetrustedapplication, so it can be used
by the session functions in threistedapplication.
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9.4.2Session control functionof application element

The session control funcin of the application elemeekists in both the trusted device and the trusted
application. ltis application specifi. It utilizes thebootstrap_toketo initiate and maintain Seelie
8EsSiBrbetween the application element of thestied device and that of the trusted applicatitine
function is implemented within affidUStlyestandardsession control such as TLS, PSKS,
Kerberos, IPSedt protect the use of the network subscriber identity against discovery and misuse
It suppors the application protocol in the reference poRB> and initiates the requestfor
bootstrap token whendicated by theérustedapplication

9.25 Specifications of©BFreference points

Thefunctionality of theoBFspecifiesfour reference pointleruse-of thebootstrapping-capabilds
areis —each-ofwhich-gdescribed below:

9.25.1 Reference pointRPas

™
Ty

of—t he—usethienoimciHieorne-gf uuenscttei do. n
The reference point RR*\-provides the following functionalities:

- enables secure communication betweeratlibentication elemeand theapplication element

- allowsthe transfer ofhe u—s—esubsaiption informationelated to the trusted deviteeenforce
access control policies between trusted devicesraappliations;

- allowsthe application to send its address (e.g. FQDN), public entity identity (e.g., UID), basic
key material (e.g., a shared secret or a ptiaic certificate), entity service permission flag,
supported authentication mechanisms and the authentication mggaind key generation
mechanism to thauthenticationfunctidrmootstrapping functign
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- allows the authentication-functidoken managemeniinction of the authentication elemetat
verify-thatransfer thebootstraptoken tothe token management function dietapplication
elementof the trusted applicatieis—authorized-to—obtain-the—identifiers,—key—material and
]

- allows the token management function of thegpplication elementto indicate to the
adthenticationfunctidokenmanagemerunctionthe authentication element tiedigibility of

the bootstrap tokefDr asinge or multiple applicationerseveral-applications—for-whigh

9252 RPARRPs

The ref eReaARRemaobhlngs t he mubetawe earu tthheen th ocoattsitorr
of dhtehenti cati on el emendutahnodr i Zlaé¢ It fdupporgethee one % t
DIAMETER [b-RFC 6733] and [{RFC 7155] protocol

I provilessubscription iEfolr imamdcoen ernewghaewns-e ng t
trusted devi at¢ts$emptutetmdtcdcaecretsasisp pASeati ons. Th
poi nt al so provi des oBec | K ewitnteil emadwenii @t h ef or

boot stmaplpdaprigscre 6§ 86 r mati on f | ow
The reference point RPARP -provides-the-following functionalitiesf-:

- identificationand-validationthata<clientis-It maintains thepermssionsttedto-use-the
beetstpaamna—ttmr the cllent element taccess certaltrusted appllcatlonsASP—saneLas—weH—as

9.25.3 RPca

The refeR&hpgropiodead etrlfiaboeot 50 r apdhEemlgi feartest h e n
el emeon @Bhleeut hent i eedlieoment

- The reference point R provides the following functionalities:

supports the HTTP Digegrotocol [sRFC7616]and may-i optional support other
industry standargrotocolsas-well

—uses the agreed AKA for authentication between authentication element and the client element;
and
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- estabhsbstheaq;eemem—fepuseueécuntv parameters amemthAKA for qeneratlon of
the OBFbootstraptoke
functiorelement

9.25.4 RPpS

The ref e R®ascuep podpensit—ocol nrefobas edsiemteer acti on b
t hdeev-aie@& —t hetarpuwd ti ecabntdi ecanp mwlei cat i on

The reference point RE provides the following functionalities

- suppors the applicatiorspecific protocol betweethe-trusted-device-and-the-application

trusted device and application

- send the indication from therustedapplication to the trusted device that a validnew
OBFbootstraptokenis required prior to connecting to thestedapplication;

- suppors the use of theoBFbootstraptokenfor creating the secure association betwan
#ustedrdexﬁe&&nd—#appheatmhe trusted device and appllcamamd

/ layer;

- allows the applicatiorapplication elemerto signal to theapplicationclient elementfunection
regarding lifecycle management of kegsgl

9.36 Security parameters

The security paeameferes sinslubder i pti onwhiincfhor n
toget hern—@ekEBkadictork®elme pur pose of the i dyenatnidf i €
addr estsrushed d e vO-B-Fe-snechadecdpeotdiiesn n met wor k ©Bper at
mplemarettamor kit ep bk Mdhteopuspbserofpttiloen 1 nf or mat i
and aathbeisecure iupstdersasite @ nde \biedawedeahmIP- 22 pwil a
retwork. operator

Theecuparnagmeters are implementation specific.
depl oyment to another. They are deter miGBed by
depl oyment model , t he untdree | AKAg pnemivedkng €

[

identification mechanism of the network and
required for the use case, etc.
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9.36.1 Identifiers

TheBH denti fiers wm@Bgeue Feyntied e arienafbyp-oe-a-s-ttrraupspteedd
devi c@aan hentiéegadliconaenndt atplp ¢ 1 elad mebbatiB=providesforthe

following identifiersare relevant
a. ©BFNnodeidentifier;
b. ©BETrusted devicelientidentifier;
b-.c.Trusted application identifier; apdd
e.d.©OBFsecurity protocoldentifier.

The description oiHfs—tphreorvwbaeaksoow.s 1 dent i fi ers
(@ ©BMNodedentifier

TheBmode i cempirfiiseers such minimum connecti on
uni quely addressoBmdthehliyesdlppdarrioimt meme of m
mul tiple technol ogy adcdamadiems.i eAibuvaawiidoda mpelgeu i r
no&6EQDMndhe Gl obal Title Address and the asso
of GBEhMrrodeentwhfhnesuch a nodenies$ wohehitderoyca i che mt iC
provides an i mpl-eademtestsi, o rc od e Eerfdedmbaa nad hsserceu r
aut-henticatl iesmre mfteupn cotyieodn i n a .net wor k operator

(b) ©BFClient identifier :
It is an identifier of the2BF—client—u—n—<cd |i eonoethettrusted device, which includes at least a

network technology identifierprderhying-network layer-identifierof-the-device and IP layer
identifier of thedeviedrusteddevice

(c) Trusted application identifier :
It is an identifierof thetrusted application that includer BODN and a unique identifigorovided
by thenetwork operatoor an applicationreqistry.

{e)(d)©BF-Security protocol identifier :
It is an identifier which is associated with a security protocol over reference pois#.Rhie OBF

securlty protocol |dent|f|e5as%ﬁng—eﬂwe%etes4hem¢s%eetepde4etes4h&e#gan&anen—whlch
@ defined

bv the network operator and |t4Betwork technoloqv specm(NOTE As an example in case of

3GPPit is as per AnnexH of [b-3GPP TS 33.220}ithin-the-responsibility-of the-erganization

9.36.2 Subscription inform ation

Subscription informatiofiTU-T X.1124 (11/2007)petween aiserand its home network contains

the user'sprivate entity identifier (e.gMobile Station International Subscriber Directory Number
(MSISDN)), the basic key material (e.g., a shared secret or a ghdylicertificate) and its lifetime,

entity service permission flag (i.e., whether it is allowed to request a specific service), the supported
authentication mechanism(s) (e.g., HTTP authenticatrah key agreement, Diffiellman based
authentication mechanisms, a biometric authentication mechanism, etc.), and the authentication
inquiring and key generation mechanism (e.g., GBA, Kerberos, Mediation), etc. Subscription
information between an ASP @ranetwork opeator contains the ASP's identity information and
public entity identifier (e.g., UID) according to the service, optionally the basic key material (e.g., a
shared secret or a pubkey certificate) and its lifetime, entity service permisdiag (e.g., whether

it is allowed to provide a specific service), the supported authentication mechanisms (e.g., certificate
based TLS authentication mechanism, PRIS, IPSec), and the authentication inquiring and key
generation mechanism (e.g., GBA,rKeros, Mediation), etc.
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The subscription information related to theer and its authenticatidanctionis delivered to the
OBFEclient elementfunctionfrom theauthorizationslementfunctionvia theauthenticatiorelement
function-during the bootstrapping process. The subscription information related toutied
application(e.g. access to application allowed, type of certificateshthatmay be issued) is sent
to the©BFclient elemeniunetion

In addition, the subscription information contains a mechanism for key selection, which is used in the
OBF-client elementfunctionto mandate the usage of either the trusted dévased key or the
external secure elemebased key or both.

9.36.3 OBFBeetstrap—tokenbBootstrap token

The@Bboot gtokbeipgnds & hiedeseirty to the keyi nfghemat e
boot sttole®hr ——Tdlksem session key, I nclEfp e niduernctt|liyo ng
el e noefn ttrhued & e hesee+—e-gutgsnewe | |(aWaEsh @ mi—itcheet|icome n t
based on an agreed security schema é&twthec | i eelnd meeviee-and the authentication
functiorelement Theb o o t stt o @B Fekenis generatedy using the security parameters
negotiated as part of the bootstrapping prodess usedforest abl i s hg ensg:b uad) S eemnr
t htwsteddevmoﬂ—ha&ppl i. CHa St 3

The characteristics of theo o t stt o @®RFnTokerare as follows:

(@) It bindsthe user identity to the keying material used in the reference points;
(b) Itisthe globally unigue identifier gherealm of the®BF~network operatain which it isissued,;

{e)c)lt servesas a temporary identifier of thesetrusted device to which it is issyeahd

H(d) It is-akeyidentifies the key usetih the cryptographic processea-protocols—used-imver
reference point R and RBS;

10 Information werkflows
This clause specifies procedurfes ASPs to access bootstrapping capabilities exposed by network

operatorsn accordance with thiinctional architectur@entified in claus®. It describesxx major
flows that enable trust and service interactions within the ecosystem emntdmegly,i) Network
operator bootstrapping capability exposilyiASP orboardingflow iii) bootstrap token generation
flow iv) trusted device and application session flepMapping of trusted device and applicatidn
Authentication and authorisatidlow vi) Operator change flow

10.1  Network operator bootstrapping capability exposure

In order toallow its subscriberso accesan ASPS susted applicationshe network operator must
enhance its network with certain nodes that implement the bootstrapping furdesonided in the
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clause 9 above. The network operator provides the imfbom for users and ASRo opt for the
bootstrapping capability in the network.

The flow is described in the diagram below:

(4 o\
uJ

W oW
Network Operator ASP User

2. Ready subscription parameters

3. Publish ASP on-boarding flow
(security parameters) >

4. Publish Trust extension flow

|
|
|
|
|
|
|
I
I
I
|
|
|
|
|
|
|
|
|
I
. I I
for user and device | i

|

0 Ll
I

Network Operator ASP User

Figure 10-1: Network operator bootstrapping capability exposure

Step 1:Network operator deploys the authentication and authoristfimions in its network

Step2:Network operator definemnd readiethe securityparameters as per industry standards

Step 3: Network operator publishibe ASP registration process with securityparametersThe

ASP configures the trusted application with network operator node identifiers uni géyel vy i d
and ad derl eesnse mthrie=t wor k repé mantdorcompl i es t o the b
containimgpthens ohdait maihit o att e and aut hori ze
bet werenst ed dewitdc@wmesahbdeapphdadesr k oper ator

Step 4:Network operator publishes the processdevice bootstrapping faubscribersvho wish

to access ASP trusted applications.

to offer
he network

The ASP onboardingprocedureenablesASPs to reqister themselves and their trusted applications
onthe network operatauthenticatiormndauthorisatiomodes The flow readies the trusted
applications foreqistration an@ontrolled accesiy trusted devices and subscribers of the network

operator.




-34-
SG13 TD481

The procedure for ASP dmoarding is shown in the diagram below:

T § 0
ASP Network Operator

1a. Register ASP (ASP identity information, public entity identifier)

1b. Register ASP (ASP identity information, public entity identifier)

1

-

1c. ASP registration complete (ASP identifier)

1d. Registration notification (ASP identifier)

2a. Reqister Trusted Application

2b. Register Trusted Application
(application name and FQDN, ASP identifier)

2c. Regisitration complete
(trusted application identifier, service permission flag)

2d. Registration complete
| _ (node identifier, trusted application identifier, service permission flag)

1
1
]
1
1
1
1
1
1
1
|
1
1
1
1
E
| (application name and FQDN, ASP identifier)
T
]
1
1
1
]
1
1
1
1
1
1
1
1
1
1
1
1

ASP Network Operator

Figure 10-2: ASP on-boarding flow
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Step la: The AShitiates theregistiationwith the network operator by providing its identity

information, public entity identifier (e.g. UID).

Step 1b: The ASP identity information and public entigntifier are added to the mapping

function of the network operatsecurely.

Step 1cThe mapping function generatesmique identifier for the ASP and sendsadification of

successful reqgistration

Step 1d:The network operator sendSP itsunique dentifieruponsuccessful registration

Step 2a: The ASP initiates the registration of its trusted application with the network operator by

providingthe application namandFQDN.

Step2b: The ASPrrustedapplication name and FODiN added to the mappirfgnction of the

network operatosecurely

Step2c: The mapping function generates a unigusted application identifieznd sends a

notification of successful reqistration

Step2d: The network operator sentle node identifier, trusted application identifier, service

permission flagcorresponding to the trusted application to AlsP

103  Trust extension flow for user anddevice

The retwork operatoand the ASPidr m t he net wor k operd$Parusted s utk

applicati ons. For users that

e Xsp theenstwork@peratbrn t e r

c hecks exstnhgvarifcatioisformation andhares the network identifiength the ASP if

the user credentials merit accessh®e trusted application(sJhe ASP can then assign appropriate

permissions for the user access to the trusted application(s).

The process is shown in the diagram below:
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User Metwork Operator Mapping Function ASP
| | T |
| i i |
oo —_______Information of trusted application onboarding_________________________ ]
) | | |
| | | |
| Information of trusted application on-boarding _ | | |
i i | |
| 1. Request access to trusted application | ' l
I = i |
| | | |
: 2. validate user KYC and device L:) ' :
| i |
| i i |
| | 3. Extend trust to ASP |
: ! (trusted device identifier, application identifier) L
| | | |
| | | 4. Assign access rights |
i i | (device, trusted application identifier) |
| i i_-. |
| | 3. Inform network operator |
i . (device, trusted application identifier) I
= T 1
| i i |
I 6. Confirm access to trusted application ' ' I
L (trusted application identifier) | ' l
(el | i |
Trusted device and application session flow ‘T
! ! ! !
User Metwork Operator Mapping Function ASP
Figure 10-3: Trust extension flow for user and device
Step 1: User requests access to ASP trusted application
Step 2: Net work operat or amdidevicekfgrmationer 6 s e xi st i
Step 3: Net work operator extends the interest

Step 4: ASP provisins access rights to the trusted device identifier for the trusted application
identifiers on the network operatorés mapping

Step 5: ASP informs the netwookerator about the provisioningadcess rights to the trusted device
for the trustedhpplication

Step 6: Network operator confisnto the user regarding the access and the trusted application
identifiers

After this stage, the trusted device can follow the trusted device and applsedgson flow to initiate
the service and trust intetsons.
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1041 Bootstrap token generation flow

The bootstrap token generatiiow enables theeneration of the bootstrap token. It is invoked
when a trusted device reqguests a session with a trusted application but the token management function
does nofind avalid bootstrap tokeio use for the creation ofscure session

The process is shown in the diagram below:

RP RP o I RP, Ikso
Bootstrapging | c _ | Bootstrapping B Management | | Mapping | | Management | A | Management
Eunction [ »| Function || Function Eunction Eunctioo > Eunctioo
an) (NO) (NO) (NO) (NO) aa)

. 1a. bootstrap challenge
| (HTTP DIGEST AKA, cription
V

! 1b. Get keying material !
1 (client identifier, application identifier) _!
{ ]

1c. Set (keying

-
1d. validate trusted device -
(challenge, keying material) E
.
i
:

2a. bootstrap response challenge
(HTTP DIGEST AKA, Node 0

2b. validate network operator :
(challenge, node identifier) |

2¢. bootstrap response (HTTP DIGEST AKA) _!
d

'
3a. Get access permission

(client , application )
! 3b. Access grant
4a. g token ! )
4b. g p_token | D)
; 4c. Distribute bootstrap_token
ap_token) o
H | 4d. Distribute bootstrap_token |
: ap_token)
Key Token Token
Bootstrapping Boolstapping Management | | Mapping | | Management Management
Eunctico Eunction Eunctiop
an) (NO) (NO) (NO) (NO) aa)

Figure 10-4: Bootstrap token generation flow

Step laAt the start of the bootstrap token generation prodgbsdyootstrapping function of the
trusted deviceises the capabilities of the reference pRiRt to send a challenge to the authentication
elementusing theidentifiers of thetrusted deviceand the subscriptioninformation of the trusted

application
Step 1b. The bootstrapping functionthg network operatauses the capabilities of the reference

point Rk for requesng the key management function for the keying material corresponding to the
client element and the application identifier

Step 1c. th&key management function sets the keying material for thistsapping fundgbn of the
network operator

Step H. The bootstrapping function of theetwork operatowalidates the credentials of thelient
elementfor based on the ké@yg material set in stefx above usinthe HTTP Digest/AKA;

Step2a The bootstrapping function of theetwork operatosend back a challenge to the client
elementusingits node identifierms a part of theecuritychallenge

Step 2b.The bootstrappindunction of the trusted deviocslidates the challenge from the network
operator.
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Step 2c. Théootstrapping function of the trusted devigmerates a responsased on thehallenge
and theHTTP Digest/AKA

Upon the successful mutual authentication, libetstrapping functionsheck if the givertrusted
deviceis authorized to usihe bootstrappingervicedor thea giventrustedapplication

Step3a. The bootstrapping function of the network operator regtiestaapping function farccess
permissiondy supplyving the client identifier and the trusted application identifier information.

Step 3b. iemapping functiorapprove therequested access if the permissions for the trusted device
to access the trusted application setby the ASPas part of thé\SP registration process.

Step 4. Upon successful confirmation in Step 3b, Hootstrapping function of the client element
generates the bootstrap token.

Step 4b. Upon successful confirmation in Step 3b, the bootstrapping fuoictimnretwork operator
generates the bootstrap token.

Step 4cThe bootstrapping function of the network operator transfers the bootstrap token to the token
management function of the network operator using a igtapy interface.

Step 4d. Théoken managementfctionof the network operatarses the capabilities of the reference
point RPR to transfer the bootstrap toksecurely tahe token management function of thested

application

At this stage, the token management functions in each of the elgamént, authentication element
and the application element are updated with the newly generated bootstrap token.

NOTE - Thebootstraptoken generatioflow shown above shows the usesgimmetric kegfor the
establishment of secure connectiotie flow with asymmetric keys is similawith the exception
that in place of preshared keys the public keys are usedofmwtstrappingThat flow is not shown

explicitly.
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105 Trusted device and application session flow

The trusted device and applicatiorsessiorBeetstrapping-&—authentication-workflows

1 1
3 RP;, N
! !
Sesslon Token Session
Application Control Management Bootstrapping Control
Trusted Element Eunctiop Eunction Eunction Eunction Trusted
Device an) an) an) an) Ia) Application

! 1b. Request new session !

! _Ac. Get bootstrap_token

1d. Get valid bootstrap _token

T
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|

i
1
1
1
|
1
1
1
|
1
1
|
|
cal
1

see bootstrap_token generation ﬂowj

T

2a. Set(bootstrap_token)

T
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
1
|

T
| |
| |
] |
1 I
| |
| |
| |

|

|
|

T
|
]
|
i
|
|
L
|
|
|
!
|
1
|
|
|
|
1
|
]
|
|
g
]
|
|
:
|
! 2c. secure session establishment
|

f' _____________________ i R ot o e R s i A S S S 1 >:
service interactions between trusted device and application j
| i i i 1 i |
Session Token Session
Application Control Management Bootstrapping Control
Trusted Element Eunction Eunction Eunction Eunction Tsted
Device an) an) an) an) Ia) Application

Figure 10-5: Trusted device and application session flow

flow establishes securesessiomver which the service interactionan be carried ouThe flow is
described in the diagram below:

Stepla Trusted device requests access to a trusted application

Steplb: The Application element of the trusted device requests a session

Steplc: The session control function of threisted device requests tteken management function
for a valid bootstrap token

Stepld: The token management functieither has a valid token, ogquestthe bootstrappindor a
new bootstrap token

At this stage,liebootstrap token generation flagvcalled if a newbootstrap token is required.

Step2a The token management functigatsthe bootstrap token from the bootstrapping function

Step 2b: The token management function sets the bootstrap token for session control function

Step 2c: The session control functiesiablishes a secure session over the reference RBint

At this stage, the trusted device and application can initiate service interactions osecuhe

session
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